Special Template

Data Privacy & Security: ?



Agenda

e Introductions
e Data Privacy and Security Agreement (DPSA)
Background
e Data Privacy and Security Sharing Agreement
Template
o Institution and Supplier Perspectives
o Examples of use “
e Demo the Form

e Q&A
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Keep your data safe
from the beginning to
the end of use.

Ready and Free to Use!




Welcome to Our Presenters

Nic Carroll Gauthier Philippart Susan Haught Kevin Lewis
Executive Director of Founder and CEO Senior Technical Data Privacy Officer

Technology Actionaly Program Manager 1EdTech
Aiken County School 1EdTech

District



Stronger Together
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Background

Need from members

Trust built into this agreement
Benefits:

o Has both Supplier and
Institutions collaboration and
input

e Member Resource and available in
TAMS
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Open DPSA Task Force

Hub icons created by gravisio - Flaticon.com

The Open DPSA Task Force is a group of Supplier and
Institutional Contributing Members who are
collaboratively working to develop the Open DPSA
Template document.

Co-Chairs:

e Frankey Goss, Accelerate Learning, Inc.
e Misty Smith, Newton County School System

Members: 22

e Suppliers: 7
e [nstitutions: 15
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Task Force Members - Developed the DPSA

Utah State DOE Infinite Campus Instructure

Actionaly Fresno Unified Accelerate Learning

Columbia County Schools Newton Schools

Albuguerque Public Schools North Caroling

Idaho Digital Learning

) - Department of Public
Allegheny Intermediate Association Instruction
o Scottsdale Unified
Curriki School District Loudoun County Escambia County Schools
Public Schools
Greenville School District
Edmentum Excel Soft Corp/Excel

|dentity Automation Hudson School District

@Learninglmpact | 1EDTECH.org \)
© 2025 1EdTech Consortium, Inc. All rights reserved.



Early Adopters so far... 3
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Data Privacy and Security Agreement

Panel Discussion Points:

How the work started with 1EdTech

How did the Task Force form?

Benefits of this agreement

What is it?

How is it different from other DSAs and DPAS?
Components: Instructions and Agreement
Who has access to it?

A\

v
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Template

Goal:

To provide a Data Privacy and Security
Agreement Template that both institutions
and suppliers can use to expedite their
procurement processes while prioritizing
data privacy and security.

Informal document that aims to:

Protect Student Data
Mitigate Security Risks
Inform Edtech Decisions
Expedite RFPs

8
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Data Privacy and Security Agreement QIO/O
[TEMPLATE] ’4

This 1EdTech Data Privacy and Security Agreement (“DPSA”) is entered into by and
between the institution entity defined in the signature block below (“Institution”) and
the third-party provider listed in the signature block below (“Supplier”) (individually a
“Party”, together the “Parties”). This DPSA is effective as of the last signature date
below (the “Effective Date”). In the event of a conflict between this DPSA or any other
writing between the Parties, this DPSA shall control with respect to the subject matter
herein.

The Parties agree as follows.
1. Definitions.

e “Affiliate(s)” means any entity, subsidiary, parent, or other organization that
shares at least 50% ownership with a party.

e ‘“Institution Data” means any proprietary or confidential data provided by
Institution to Supplier or created by Supplier on behalf of Institution in the
provision of the Services. Institution Data includes without limitation
Educational Records and Personally Identifiable Information (as defined below)
and includes confidential information as defined in the Service Agreement.
Institution Data does not include Services use data used by the Supplier for
internal operations.

e “Data Breach” means an actual breach, or reasonable suspicion, of a breach of
security, privacy, or Data Protection Laws leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, Institution
Data created, transmitted, stored, or otherwise Processed by Supplier.

e “Data Protection Law(s)” means the laws and regulations that are applicable to
the Processing of Personally Identifiable Information or Institution Data
Processed by Supplier under this DPSA, including without limitation, FERPA

©2024 1EdTech Consortium, Inc. All Rights Reserved.
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Template

2 Main Sections: Main Agreement and Exhibits:

Main Sections - not intended to be modified (except
through use of Exhibits)

Exhibits - space for the Institution and Suppliers to add
specific requirements

7 Sections:

.

.
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Definitions of terms

Term/Termination

Data Use, Ownership, and Obligations
Supplier Obligations

Institution Obligations

Required Insurance Provisions
Miscellaneous

( )1IEDTECH

\/ Power Learner Potential

Data Privacy and Security Agreement
[TEMPLATE]

This 1EdTech Data Privacy and Security Agreement (“DPSA”) is entered into by and
between the institution entity defined in the signature block below (“Institution”) and
the third-party provider listed in the signature block below (“Supplier”) (individually a
“Party”, together the “Parties”). This DPSA is effective as of the last signature date
below (the “Effective Date”). In the event of a conflict between this DPSA or any other
writing between the Parties, this DPSA shall control with respect to the subject matter

herein.

The Parties agree as follows.
1. Definitions.

e “Affiliate(s)” means any entity, subsidiary, parent, or other organization that
shares at least 50% ownership with a party.

“Institution Data” means any proprietary or confidential data provided by
Institution to Supplier or created by Supplier on behalf of Institution in the
provision of the Services. Institution Data includes without limitation
Educational Records and Personally Identifiable Information (as defined below)
and includes confidential information as defined in the Service Agreement.
Institution Data does not include Services use data used by the Supplier for
internal operations.

“Data Breach” means an actual breach, or reasonable suspicion, of a breach of
security, privacy, or Data Protection Laws leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, Institution
Data created, transmitted, stored, or otherwise Processed by Supplier.

“Data Protection Law(s)” means the laws and regulations that are applicable to
the Processing of Personally Identifiable Information or Institution Data
Processed by Supplier under this DPSA, including without limitation, FERPA

©2024 1€dTech Consortium, Inc. All Rights Reserved.
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How and Where to Access

e DPSA Webpage (Public) and/or
Trusted Apps Management Suite
(Members)

&  Your submission has been saved.

Download the DPSA Instructions and DSPA Template.

e To Access:

\/ K12 Demo District

e C(Click the download button,

e Fill out your first and last name,
and email

Quick Links

e Submit, then download

e Download Both Instructions and
Template

TrustEd Apps Dashboard

(JEDTECH IMPERATIVES ~ WORKSTREAMS ~ STANDARDS ~ CERTIFICATION~ EVENTS~ ABoUTUS~ @)

Data Privacy and Security Agreement

DPSA Template

Digital Credentials

SUMMIT 2025 i

emen
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Data Privacy and Security Agreement ] E d Te C h D PS A

The 1EdTech Data Privacy and Security Agreement (DPSA) Template is a universal document
that 1EdTech member institutions and suppliers can use to expedite their procurement
ﬁ processes while prioritizing data privacy and security. This informal document includes e I I I a e
elements from both Data Sharing Agreements (DSA) and Data Privacy Agreements (DPA)
used in the K-12 edtech market today.
v 1EdTech's DPSA Template is a significant step toward achieving interoperability, streamlining
data-sharing agreements, protecting data, and facilitating smoother procurement decisions for Sta rt h e re :

institutions.

Key Benefits for Institutions and Suppliers

Protect Student Data Mitigate Security Risks Inform Edtech Decisions Expedite RFPs
Ensure your products Gain transparency into Standardize your Minimizes the need for
meet essential privacy data privacy policies, procurement process time-consuming

and security features, and with clear, comparable redlining of individual
requirements. procedures. data. contracts.

DPSA Template

The DPSA Template was created by a team of data privacy and security experts from K-12 districts, state departments of
education, and edtech supplier organizations. It is important to note that the template is not meant to serve as legal advice or

replace your own legal advice.

Download the Template 0

1EdTech members can download the template and
instructions for using it with their customers or supplier The 1EdTech Data Privacy and Security Agres

partners to simplify and expedite RFls, RFPs, contracts, empowers K-12 school members by streamining a
educational resources, fostering collaboration, and

ne

ess to

purchasing procedures, and implementations. One party to

enhancing data privacy and security between vendors and
the agreement must be a 1EdTech member.

institutions, reducing onboarding time and ultimately

of \pember login is required to access the fillable PDF form. enriching the learning experience for all.

Log in with your 1EdTech user ID first.
Nic Carroll =

Download Here Director of Data Goverance & Instructional Technology Iy

Ve
Columia CouneySchot Disic @Learninglmpact | 1EDTECH.org k)
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TrustEd Apps

Management Suite — ) K12 Demo District
# Home
@ OneRoster Check v
B TrustEd Apps v
Cartridge Check
Quick Links

TrustEd Apps Dashboard

Ommw -

Digital Credentials

SUMMIT 2025 recii &

Data Privacy and Security

i OneRoster Check
greement

1EdTech
Members

Access Through TAMS
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o
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https://1ed.tech/e5hMy




Institutions - Ways Implemented ——
AIKEN COUNTY

PUBLIC SCHOOLS

e Previous district - leveraged the 1EdTech DPSA as a foundation for data privacy.
e Current district lacked a formal DPSA or similar agreement.

e |Implementing the 1EdTech DPSA with all 225+ current vendors in new district,
requiring it for renewals.

e Customized the 1EdTech DPSA to meet the specific requirements and legal landscape
of my new district.

e The 1EdTech DPSA has significantly reduced redlining during negotiations with
vendors, simplifying the implementation process.

e Encourages and facilitates vendor alignment with (TAMS).
@Learninglmpact‘l1EDTECH.0rg \/,)
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Institutions - Ways Implemented —

AIKEN COUNTY
( 1EDTECH PUBLIC SCHOOLS

Power Learner Potential

Exhibit F - Data Privacy and Security Agreement Variations
Any variations to the DPSA agreed to between the Parties shall be listed below.

Section Original Language Revised Language

Number
4.6 In the event of a Data Breach, In the event of a Data Breach, Supplier shall
Data Supplier shall promptly, but in no

promptly, but in no more than ten (10) days,
Breach | more than seventy-two (72) hours,

@Learninglmpact | 1EDTECH.org ()
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Suppliers - Ways Implemented >t actionaly

e Family Relationship Management e Offered as our default policy to districts

(FRM) platform . _ .
e Happy to use existing district DPSA if

e All deployment at district level, and they have one

start with OneRoster sync
e Always recommend to partner vendors

e Family contact data essential to leverage 1EdTech DPSA since districts

) o already aware
e Also require all district level contacts,

and potentially demographic e Vendors can also be added as
information sub-processor with pre-agreement

e Actionaly is a platform, so other

vendors use Actionaly to reach parents @Learmingimpact | TEDTECH org ()
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suppliers - What we like about it y

a Credibility: Highlight our association with 1EdTech, and build upon their
credibility.

Transparency: “No favorites” between districts and vendors. The working group
that built it worked across both aisles, and covered all angles

Simplicity: Template is thorough leading to very limited redline. We also only
require OneRoster data so it makes sense for DPSA to come from 1 EdTech

Evolution: Trust that 1EdTech ownership of DPSA will continue to drive its
evolution (i.e. Al), just like it with parent data needs that we expressed

@Learninglmpact | 1EDTECH.org - )
c. All rights reserved. \/
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Market Adoption Numbers ?

e FEarly Adopters - 8 orgs who have used in the market v
with many other suppliers and institutions
e Adoption
o 151 downloads
m [Institutions - 96
m Suppliers - 34
m Individuals -4
o Years
m 2 Monthsin 2025 - 42 downloads
m 2024 -110 downloads

. <
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Questions?
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Data Privacy and Security Agreement

The 1EdTech Data Privacy and Security Agreement (DPSA) Template is a universal document
that 1EdTech member institutions and suppliers can use to expedite their procurement

ﬁ processes while prioritizing data privacy and security. This informal document includes
elements from both Data Sharing Agreements (DSA) and Data Privacy Agreements (DPA)

used in the K-12 edtech market today.

v 1EdTech's DPSA Template is a significant step toward achieving interoperability, streamlining
data-sharing agreements, protecting data, and facilitating smoother procurement decisions for

institutions.

Key Benefits for Institutions and Suppliers

Protect Student Data Mitigate Security Risks
Ensure your products Gain transparency into
meet essential privacy data privacy policies,

and security features, and
requirements. procedures.

Inform Edtech Decisions Expedite RFPs
Standardize your Minimizes the need for
procurement process time-consuming
with clear, comparable redlining of individual
data. contracts.

DPSA Template

The DPSA Template was created by a team of data privacy and security experts from K-12 districts, state departments of
education, and edtech supplier organizations. It is important to note that the template is not meant to serve as legal advice or

replace your own legal advice.

Download the Template

1EdTech members can download the template and
instructions for using it with their customers or supplier
partners to simplify and expedite RFls, RFPs, contracts,
purchasing procedures, and implementations. One party to
the agreement must be a 1EdTech member.

Log in with your 1EdTech user ID first.

Download Here

Your member login is required to access the fillable PDF form.

The 1EdTech Data Privacy and Security Agres

ne

ess to

empowers K-12 school members by streamlining a
educational resources, fostering collaboration, and
‘enhancing data privacy and security between vendors and

institutions, reducing onboarding time and ultimately

enriching the learning experience for all.

Nic Carroll -
Director of Data Governane & Instructional Technology ”

Columbia County School District

1EdTech
DPSA

Start here:

Vo
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Call to Action

DPSA

New Early Adopter
Phase
Evolving

Download it today

Security
Committee

Roundtables,
Webinars, Events




Contact Us:

Kevin Lewis Susan Haught
Data Privacy Officer Senior Technical Program Manager
1EdTech 1EdTech
klewis@1EdTech.org shaught@1EdTech.org
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